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| Who Are We?
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| S2W Service Cover
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Brand Impersonation
Detection

v Phishing and Scam Data
v Brand Impersonating Apps
v Look-Alike Domains

DDW Underground Cyber Attack Group
Market Monitoring Intelligence

v" Admin Access Related Data

v" Customer Related Data

v Sales & Sharing of Hacking
Tools

v' Ransomware Groups

v' APT Groups

v Vulnerability and Malicious
Codes

Confidential Data
Screening
v" Source Code Leakage
v Internal Asset Information Leakage

v' Attack surface asset information
detection

External Threat
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Operational Threat

Digital Abusing
Prevention

v Cross Trading, Market Manipulation
v' Payment Cancellation and Refund Abusing
v Unfair receipt of event subsidies

Reputation
Management

v" Manipulation Of Rank And Reputation

v" Manipulation Of Reviews and Rating
By Hiring Part-timers

v' False News

lllicit Transactions and
Frauds Detection

v" Secondhand Goods
Trading Fraud

v False Sales

v" Online Trading Scams



| Why s2w?
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Collect

1.5M

Darkweb domains

90M+

Darkweb pages

SM+

Data Category

Document files

20B+ Data Data

Credentials Collection Refinement Identifier
Collects various types of Extract key elements from
data from a wide range of collected data

]OOM+ sources for analysis

Images O Unknown threats
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| Why S2w?

Connect: S2W X|4] J2|TE J|HIO 2 actionable intelligenceE Al&

11OM+

Graph nodes

24+

Node Types

180M+

Graph Edge

Knowledge Actionable
Graph Intelligence
Identify hidden threats by Extract information needed
analysing connections to provided appropriate
between collected data intelligence

L S2W

Threat

w/ in-depth analysis

Digital Abusing

w/ Deep-learning

Cryptocurrency

w/ On-chain monitoring
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| S2W Solution Overview

Integrated
search engine

Chronological
web browser

Real-time deep/dark
web monitoring

B

Multi-domain
cross-analysis

£

User profiling
tool, ‘Darkspider’
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Analysis
report
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quaxar

Cyber Threat Intelligence (CT]I) solution for external threat
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Digital Risk Active Threat & Data Breach Lightning Incident Take-down
Protection Vulnerability Mgmt. Detection Report Response Service
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Working with public sector
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INTERPOL

Bitdefender supported operations by releasing
tailor-made decryption tools to unlock ransomware
and enable victims to recover files. These
innovative tools enabled more than 1,400
companies to decrypt their networks, saving them
almost EUR 475 million in potential losses.

KN Moo SOW helped invectications by
INTERPOL and its member countries

Operation Quicksand continues to supply evidence
that is feeding into further cybercrime investigations
and enabling the international police community to
disrupt numerous channels used by cybercriminals
to launder cryptocurrency and commit ransomware

crime.
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from surface to dark web
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ANALYTICAL REPORT
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Safe and Secure World



